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A Novel Data Protection for Masses in Cloud
Computing
Ramya Chandavarapu and S.V.V.D Sharma
Abstract: Offering strong data protection to cloud users while
enabling rich applications is a challenging task. We explore a
new cloud platform architecture called Data Protection as a
Service, which dramatically reduces the per-application
development effort required to offer data protection, while still
allowing rapid development and maintenance. Although cloud
computing promises numerous benefits, including lower costs,
rapid scaling, easier maintenance, and ubiquitous availability,
a key challenge is how to protect users data in the cloud. Today
users effectively lose control of their data in the cloud and if the
either the cloud infrastructure or applications are
compromised users privacy will be at risk. This article we
propose a new cloud computing paradigm, data protection as a
service is a suite of security primitives offers evidence of
privacy to data owners, even in the presence of potentially
compromised or malicious application. Such as secure data
using encryption, logging, and key management.
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1.

Introduction

It is the ICT subject of the last few years: cloud
computing. Nowadays everyone is connected to the internet
and working in “the cloud”. Updating your profile on Facebook, using an online office application or uploading files to
an online storage service, these are just small examples of
the use of cloud services. Cloud computing is an import
factor in modern businesses because it can cut costs
drastically and gives small companies the possibility to enter
large markets without high, risky start-up costs. The
significance of cloud computing will only grow in the
future, the International Data Corporation (IDC) forecasts
that 85% of new commercial enterprise apps will be
deployed on cloud platforms1 and one can state that cloud
computing services are essential for the internet as we know
it. The European Commission acknowledges the importance
of cloud computing and has the objective to “unleash the
potential of cloud computing in Europe” on its digital
agenda. It has the ambition to have the European Union at
the forefront of the development of cloud computing to have
the benefits on the demand as well as on the supply side.
This is not without a proper reason; predictions are that a
cloud-friendly approach will generate 250 billion Euros in
GDP in 2020, which is 162 billion Euros more than the case
without this approach. Extra cumulative impacts from 2015
to 2020 are estimated at 600 billion Euros. Moreover an
enormous growth in jobs is predicted, the number of cloudrelated jobs could rise above 3.8 million, which is in huge
contrast with the predicted 1.3 million in the case of nonintervention.
Ramya Chandavarapu is a M.tech (CSE) Student Department of CSE,
EVMCET, Narasaraopet, Guntur(Dist), Ap, India. And S.V.V.D Sharma is
working as Assistant Professor, Department of CSE, EVMCET,
Narasaraopet,
Guntur(Dist),
Ap,
India,
Chandavarapu_ramya@rediffmail.com , sharma.nic@gmail.com

2.

Related Work

A primary challenge in designing a platform layer
solution useful to many applications is allowing rapid
development and maintenance. Overly rigid security will be
as detrimental to cloud service’s value as inadequate
security. Developers do not want their security problems
solved by losing their users! To ensure a practical solution
we consider goals relating to data protection as well as ease
of development and maintenance.
Integrity: The user’s private data is stored
faithfully, and will not be corrupted.
Privacy: The user’s private data will not be leaked
to any unauthorized person.
Access transparency: It should be possible to
obtain a log of accesses to data indicating who or
what performed each access.
Ease of verification: It should be possible to offer
some level of transparency to the users, such that
they can to some extent verify what platform or
application code is running. Users may also wish to
verify that their privacy policies have been strictly
enforced by the cloud.
Rich computation: The platform allows most
computations on sensitive user data, and can run
those computations efficiently.
Development and maintenance support: Any
developer faces a long list of challenges: bugs to
find and fix, frequent software upgrades,
continuous change of usage patterns, and users’
demand for high performance. Any credible data
protection approach must grapple with these issues,
which are often overlooked in the literature on the
topic.
Once these things are satisfied ten next steps are to
determine which operating system and language can be
used for developing the tool. Once the programmers
start building the tool the programmers need lot of
external support. This support can be obtained from
senior programmers, from book or from websites.
Before building the system the above consideration are
taken into account for developing the proposed system.
3. Usage of System modules
Cloud Computing
Cloud computing is the provision of dynamically scalable
and often virtualized resources as a services over the
internet Users need not have knowledge of expertise in, or
control over the technology infrastructure in the “cloud” that
supports them. Cloud computing represents a major change
in how we store information and run applications. Instead of
hosting apps and data on an individual desktop computer
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Maintenance of cloud computing applications is
easier, because they do not need to be installed on
each user's computer and can be accessed from
different places.

everything is hosted in the “cloud” an assemblage
of computers and servers accessed via the Internet.
Cloud computing exhibits the following key characteristics:
Agility improves with user’s ability to re-provision
technological infrastructure resources.
Multi tenancy enables sharing of resources and
costs across a large pool of users thus allowing for:
Utilization and efficiency improvements
systems that are often only 10–20% utilized.

for

Reliability is improved if multiple redundant sites
are used, which makes well-designed cloud
computing
suitable
for business
continuity and disaster recovery.
Performance is monitored and consistent and
loosely coupled architectures are constructed
using web services as the system interface.
Security could improve due to centralization of
data, increased security-focused resources, etc., but
concerns can persist about loss of control over
certain sensitive data, and the lack of security for
stored kernels. Security is often as good as or better
than other traditional systems, in part because
providers are able to devote resources to solving
security issues that many customers cannot afford.
However, the complexity of security is greatly
increased when data is distributed over a wider area
or greater number of devices and in multi-tenant
systems that are being shared by unrelated users. In
addition, user access to security audit logs may be
difficult or impossible. Private cloud installations
are in part motivated by users' desire to retain
control over the infrastructure and avoid losing
control of information security.

4.

Trusted platform module

Trusted Platform Module (TPM) is both the name of a
published specification detailing a secure crypto processor
that can store cryptographic keys that protect information, as
well as the general name of implementations of that
specification, often called the “TPM chip” or “TPM
Security Device”. The TPM specification is the work of the
Trusted Computing Group.
Disk encryption is a technology which protects information
by converting it into unreadable code that cannot be
deciphered easily by unauthorized people. Disk encryption
uses disk encryption software or hardware to encrypt every
bit of data that goes on a disk or disk volume. Disk
encryption prevents unauthorized access to data storage. The
term “full disk encryption” often used to signify that
everything on a disk is encrypted, including the programs
that can encrypt bootable operating system partitions. But
they must still leave the master boot record (MBR), and thus
part of the disk, unencrypted. There are hardware based full
disk encryption systems that can truly encrypt the entire
boot disk, including the MBR.
4.1 Design space and a sample architecture
Figure 4.1.1 illustrates example architecture for exploring
the DPaaS design space. Here, each server contains a
Trusted Platform Module (TPM) to provide secure and
verifiable boot and dynamic root of trust. This example
architecture demonstrates at a high level how it’s potentially
possible to combine various technologies such as
application confinement, encryption, logging, code
attestation, and information flow checking to realize DPaaS.

Figure 4.1.1 sample architecture for data protection as a service illustrates how it’s possible to integrate various
technologies, such as application confinement, encryption, logging, code attestation, and information flow checking to
realize DPaaS.
Because our target applications have a basic requirement of
either directly to the user or to another SEE that provides a
sharable data units, DPaaS supports ACLs on SDCs. The
service; in either case, the platform mediates the channel. A
key to enforcing those ACLs is to control the I/O channels
buggy SEE only exposes a single SDC, an improvement
available to the SEEs. To confine data, the platform
over systems in which malicious input triggers a bug that
decrypts the SDC’s data only in a SEE in compliance with
allows access to all data. The platform also mediates ACL
the SDC’s security policy. A SEE can funnel the output
modifications, otherwise known as sharing or un-sharing. A
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simple policy that the platform can enforce without having
to know too much about the application is transitive: only
currently authorized users can modify the ACL. For
example, the creator is the first owner of a data unit, and at
any time, any user with the owner status can add or revoke
other authorized users. The support of anonymous sharing,
in which possession of, say a secret URL grants access to
data, is also straightforward.
5. Conclusion
As private data moves online, the need to secure it properly
becomes increasingly urgent. The good news is that the
same forces concentrating data in enormous datacenters will
also aid in using collective security expertise more
effectively. Adding protections to a single cloud platform
can immediately benefit hundreds of thousands of
applications and, by extension, hundreds of millions of
users. While we have focused here on a particular, albeit
popular and privacy-sensitive, class of applications, many
other applications also needs solutions.
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